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[ Menu ,:

Intro to the toil33t challenge

Using the Piper extension
https://github.com/silentsignal/burp-piper

Using the Scalpel extension
https://github.com/ambionics/scalpel



https://github.com/silentsignal/burp-piper
https://github.com/ambionics/scalpel




[ Overview

CTF challenge from "La nuit du hack 2016"

Cookie

JSON encrypted with AES-ECB
Two JSON values under our control
Unkown structure

Goals

Manipulate JSON by shuffling blocks
Pretend to be an admin



The targeted cookie

Request
Pretty

Name
name
password

email

Raw Body params

Value
AAAAAAAAALAAAPLANAPAANAAAABADAAANAAAPBSAAAN,
zzz

BEEBEEEEBEEEEEEEEEEEEEEEEEEEEBEEEEBEEBEBEEEEE. .

4

Response

Pretty Raw Hex Render Headers toil33t \n =
| HTTP/Z 302 Found

- Content-Typs: text/html; charsst=utf-8

3 Location: https://www.toil33c.pwn/?success=1

4 Set-Cookie: session=

S39c4dcheSc09d3aaalide8fceShbbdeb lec3Bfefhiefdeebeci8TalabBibelbiSlece3BLfefhse
SdeeSeclBTaiablibelbki9lcel8féfhiefdeaciecliTalabibelbiflec3BfEfh5e9deabeciiTa
3aB3belbiflccigfifhiefdecbeciBlaiabibolbibleceiBfefhSefdesieciBTaiabibelbinl
ce3Bfefh5efdesSeciBTalatibelbi8lecci8féfhieddestSeciBTalaBibelbig9lec3i8fefhs5ed
deebeciBTa3adibcib3iSlcc3Bfefh5e8desSeciBTa3aiibelb3ig4c7f086a912dEa35534c4d
aBT7cBf7E6e37582E04al b 7524647 E£d9d14dE598acSee8270EddeEd052eZ The7d93dd3 ag4
ba3if9fd4ec4laSlbiieis3fdebadbadifaclead7T7Tef4050e583 1562al15794ecdlfacleaB77et
40502893 1562al157%9%4ecdifaciead77e 4050283 1562al15794ecdlfaclead776£4050293 1562
al5794ecdlfaclead776£4050=53 1562a157942c254801f2c399c051d1£58=5£464d7053 765
eEf7th0slBEafBdb97ate700645€2; HttpOnly; Path=/
5 Content-Length: 229




With some alighment

Request

Pretty

Name
name
password

email

Raw Body params & = n
Value
zzz
EEEEEEEEEEEEEEEBEBEEEEEEEEEEEEEEEEEEEEEEEEEEEEEBEBEEE. ..

+

Response

Pretty Raw Hex Render Headers toil33t in =
| HTTP/Z 302 Found

- Content-Type: text/html; charssc=utf-8

3 Location: https://wvw.toil33t.pwn/ ?success=1

4 Set-Cookie: session=

S39c4debeS5c08diaaalide8fceShbhdeb lec3BfefhSe9deebeciBT7a3ab3belbig
locc3iBféfh5e8desbeciBTaladibelbi9lceiBfefhiSesdesbeciBTaiai3belbis
lec3BfEfh5e8des5ecifTaiadibelb3i8lcc3Bféfh5e89deebeciiTaladibecihis
lec3Bfefh5eSdesbeciBVaiadibelb38lcec3Bfefh5e8deebeciiTalabibecihis
loc3BfefhoeSdeebeclBValabibelb38lece3Biethbe8deabeci8TaiabibocOhis
lec3Bfefh5e8deabeclBT7a3a83belb304c7E066a812d8a35534fcddaB7eEE7E
3758elE04allb7524eb4£7EdA59d14dE5598ac89eeB270EddeEd05ZeZ TheT7dY93dd3a
S84ba3iifofdec4iaSlb0Z 353 fdebadbadlfaclead7 764050293 1562al15794ec
difacZead7T7e£4050=5931562al5794ecd0faclead776£4050253 15624157594
dOfacleaB77e£4050=931562al5794ecd0facleal776£4050=293 1562415794
2594801fec399c051d1£585£464dA705376526£7fb0e2B86ac8cdh87ate700E45£2
: Httponly; Path=/
5 Content-Length: IZIZ8




Searching for 1cc38f

Request
Pretty

Name
name
password

email

Raw Body params & S
Value
zzz
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEBEEE ...

+

Response

Pretty Raw Hex Render Headers toil33t B \n =

HTTP/Z 302 Found

Content-Type: text/html; charsst=utf-8

Location: https://www.toil33t.pwn/ ?success=1

Set-Cookie: session=
S39c4debeS5cl8diaaalideSfeeShbhbdeblec3BfEfh5edeebeciBTa3iaBibelbis
lec3BfefhSe9desSeciBTaiabibelbiflceiBfeth5ebdeesecliBTaiabiboelbis
locc3iBfefh5ed8desSeci8TaiadibeclbiglceiBfeth5e8deesSeciBT7aiabibecibis
locc3iBfefh5ed8desSeci8TaiadibeclbiglceiBfeth5e8deesSeciBT7aiabibecibis
locc3iBfefh5ed8desSeci8TaiadibeclbiglceiBfeth5e8deesSeciBT7aiabibecibis
lec3BfEfh5e89dee5eclfTalaflbelb384c7f066a912d8a35534Ec4dad7c8ETee
375822804al1b75246b4£7Ed9d14dE5598ac9=8270£ddeBd05222 TheT7d93dd3a
84ba33f9f4ecd4Za1b0lE3is3fdeéhadbadlifaclead8776£40502931562a15794c
dO0faclead776£4050=93 1562a1579%ecd0faclea8776£4050293 156215794
dO0faclead776£4050=93 1562a1579%ecd0faclea8776£4050293 156215794
294801f=ec399c051d1f58=5f464d7053 76526 7fb0=28Ea6B8dbS7at=T0064512
; Httponly; Path=/

5 Content-Length: 229

NP
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[ Overview

Allows to execute binaries from Burp

WP "Unix-style approach to web application testing"
https://www.agarri.fr/docs/GWAPT-Piper.pdf

Use-cases

Execute [EIg9g or Bl on JSON responses
Execute on PDF responses
Execute or FERIKERRd if 2 or 3 entries are selected

11


https://www.agarri.fr/docs/GWAPT-Piper.pdf

[ Viewer (read only) ]

Basic shell script working on

grep *Set- | cut -d= -f2 | cut -d\; -f1 | fold -w32 -

Configured in section "Message viewers"
Make sure to enable "Pass HTTP headers to command"

12



Viewer (read only)

Request

Pretty

Name
narme
password

email

Raw Body params & 5w
Value
zzz
EEEEEBEEBEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE .

+

Response

Pretty Raw Hex Render Headers

oo [ VI, I VR B

[ jyer]

10

12
k]
]

14
15

17
8

19
o
o1

-

939c4dcheobc0f9dlaaalidesfceshbhdel
lec3B8féfh5e8dee5eclBT7a3a83bellbil
lec38fefh5e8deesSeciB7a3aliboclb3g
lec3Bfefh5e8deebeciB7a3a8ibellRis
lec3B8féfh5e8dee5eclBT7a3a83bellbil
lec3Bfefh5e8deebeciB7a3a8ibellRis
lec3Bfefh5e8deebeciB7a3a8ibellRis
lec3B8féfh5e8dee5eclBT7a3a83bellbil
lec3Bfefh5e8deebeciB7a3a8ibellRis
lec3B8Lféfh5e8deeSeclBTa3adlibocllkis
lec3B8féfh5e8dee5eclBT7a3a83bellbil
qeT7f086a812dBa3s534fcdda87c8ETEe
3758eZ604al1b7524EL4f7£d49d14d£58
Sac8ee8l70fdd=8d052e27he7d93dd3a
84ba3iifffdecd4laflb0Ze3sifdebadba
d0facZeaB776£4050=293 1562a15794c
d0facZeaB776£4050=293 1562a15794c
difacieaB776£4050=2931562al5794ec
d0facZeaB776£4050=293 1562a15794c
d0facieaB776£4050293 1562al5794ec
294801fec3899c051dLl£58e5E£464d7053
TESeefTfh0elBEaE8dbS7ate700645E2

toil33t
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[ Overview

Modifies the traffic using CPython3

Provides r/w editors

Functions anc

Includes a notion of scope

Function
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CPython3 in Burp Suite?

T

Burp

Calls the extension initi..

Registers HTTP message handlers, editors..

Bealpel (Java Extens..

Jep

Provides a Java APl to execute Pytho...

Passes Burp obje...

Y

Handles the Python interpreter...

Converts Pythonic objects to Burp...

Returns modified Python objects

CPython
3
Passes Burp obje.
Activates user virtual env
_framewaork._py
Converts Burp objects to Pythonic cust...
Loads and calls
y

<user scripts...

16



[ Viewer (read only)

Implement and

And a helper splitting the cookie

17



Viewer (read only)

def match(
...sSnip...

def reqg_edit_in( ) -> bytes | None:

return blocks_to_lines(req.cookies]|

def blocks_to_lines( ) -> str:

block_size =
...sSnip...
return .join(blocks)

1) .encode()

18



Viewer (read only)

Request

Pretty

oo [ I, I U B

[ jyer]

[RE—— [
oo s W R e O

93%9c4dcho5c09dlaaal04e69fcE5bhdib
lec3BfefhiefdeesbeciBTaiaiibeclbis
lec3BfEfbh5e8deebeciBTa3alBibelhio
lec3BfefhiefdeesbeciBTaiaiibeclbis
lec3BfEfbh5e8deebeciBTa3alBibelhio
lec3BfefhiefdeesbeciBTaiaiibeclbis
a794d88dd9d5c8h £f8c0499495848682438
eaffdacB4dB74fE10£82 11 £89LI Sdcha
833aballi0feg85ldilacfélesfelaldng
c9724f8ccafE05c2 1daldld40z 145a42
ZHELLA9E5E0dT7cB4b344209159490c5Ed
ZBELbA9E5E0dT7cE4b344209159490c5Ed
clEdcefTocBY3 EE4502dB59E68 lelaaal
e885dle3TE378ETIEA4 1BAEETS5=259E57
=885d1e37E£378E736d418dAEES5259E657
e4e09?42d98f?b29d9234abe96344f5q

Scalpel

Response

Pretty Faw Hex

[y

o

Render Headers

HTTF/Z 200 OK

Content-Type: application/json

Set-Cookie: session=

939c4dchobc0f9dlaaalldeSfceshbbdib lec38fefhSe8deeSeclBT7a3alibeclb389 lcc38fefh5e9desbecif
3aB3bc0bi8lcc3BfEfb5e89dee5eciBTa3allbe0b39lcc3B8fefh5e9decibec2iTa3al3belb3%9a794d88ddAY
4fE10£8211f890I5dchai3iiabal I0Ee9852dlactélecfelaldldc9724f8ccabE05cZ Ldaldld40Z 145a42
Ebhd9f560d7cE4b34420919490c5Ede lEdecef7cE93 664502 dB59EE89 le laaaleB85cdle37E3T78E7I A4 18
052589£5724209742d98£7h29d9234abe96344f50; HetpOnly: Path=/

Content-Length: Z4Z

Date: Wed, IZ5 Jun 2025 11:17:45 GMNT

"email'™: "ddddddddddddddddddddddddddddddddddddddddddddddd@ DD DD IDDDDDDDDDDDDD D
"is_admin":false,
"show ad":false,
"username":"AAAEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALALAAAAAAAAAAAAAAﬂ
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[ Editor (read/write)

Add

And a second helper converting back

20



Editor (read/write)

match(

...Snip...

req_edit_in( ) -> bytes | None:

...Snip...

req_edit_out( ) -> Request:

req.cookies]| = lines_to_blocks(edited_text.decode())
return req

blocks_to_lines( ) -> str:
...sSnip...
lines_to_blocks(

...sSnip...




Editor (read/write)

Request

Pretty

B T T

Scalpel ® S5 W

S30cddehbesclSdiaaalldcSfepshbbdel

lecc3BfEfhS5e8des5eci87a3ai3bcibis
lcc3BfEfh5eSdes5eci87aiabsbcibis

eEEEdlES?fS785735d418d5595259557“

lecc3BfEfhS5e8desS5eciB7a3iai3bcibis
lcc3BfEfh5eSdes5eci87aiabsbcibis

loc3BfefhSeddesSec287a3adsibe0bhis

a794dE8dd8d5cEhf9c 4954554565243 8
ceaffdacB4d874fe I0EE2 1 1 £85I Sdebha
833aballl0esfgsldliacielestaelaldng
c8724f8ccade05cl ldald0d40Z 145a42
2Bebkhdef560d7cE84b34420915450c5Ed
2BeEbhdof5e0dTcE4b34420515450c5Ld
clEdcefTcB93664502d8558589 e laaal
=B885d1le37E3786736d418de695255657
=B885dle3TL3T8E6736d418dEE25255657
£4e09742d98£7b259d9234abeS63 44£50

Response

Pretty Raw Hex

[Ty

=] Moo

Render Headers

HTTF/Z Z00 OK

Content-Type: application/json

Set-Cookie: session=
938c4dcheSc09d3iaaalideSfcabhbdiblec3BfEfh5e8desSeci87aialibeclbiSlecc3iBfofh5e8desbSeciB7aiabibelbited
6695259657 lec3Bfeth5e8desbeciBTaiabibelbiflec3Bfefhe8deasbeciBTaiadibelbhi lce3Bfeth5eSdeebeciBTaial
cBhf9c4994954888=438caBfdac84d874£E10£82 L 1£89h25dchaiiiabal l0Ee9852dlacféleefelal404c9724Ef8ccate0s
EbbdSf560d7cB4b34420919490c5fd2BEbbd9£560d7c84b344209194590c5fde 164c=f7cB893664502d8559E689 1= laaal=885
952506£572885d137£3 786736044 180669525965724209742d98E7R29d9234ah=206344£50; HttpOnly: Path=/
Content-Length: ZIZ58

Date: Wed, 25 Jun Z0Z5 13:289:ZZ GMT

"email™: "dddddddddddddddddddddddddddddddddddddddddddddddf DD DDDDDDDDDDDDDDDDIDDDDDDDDDDDD DD DD
"is_admin":false,
"show_ad":false,
"usernams":

”AAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAA‘DDDDDDDDDDDDDDDDlAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAA.
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" Editor (r/w) with context |

Add a storing known blocks
Adapt the two helpers

23



Editor (r/w) with context

known_blocks

...Snip...
def lines_to_blocks(
...Snip...

for line in lines:
for k, v in known_blocks.items():
if line ==
line = v
blocks.append(line)

...Snip...




Editor (r/w) with context

Request

Pretty

=] o on b L LS =

[La iy ui]

11

Scalpel ® = W

SibcddehbeSclg9diaaalDde9tceSbhdeb

A xlE
A xlE
trus
A xlE
A xlE
A xlE

arorneoddydsc8bhf9c49949848682438
eabfdacB4d87T4L610£82 118502 5decha
833aball0Ee9852dlacfeélecfelald0g
c9724f8ccagb05cl 1daldld40z 145a42
ZBehbdff5e0d7cE4h34420919490c 5 d
ZBEbbdef5E0d7cE4b34420919490c5fd

clidc=fToH

S3E£64502d855889 lelaaal

SPACE =16
D ®lE

=4e09742d8

Sf7hIfdEI34abe5E344£50

Response

(SR

g o

Pretty Raw Hex Render Headers Scalpel

HTTF/Z 200 OK

Content-Type: application/json

Set-Cookie: session=

S39c4debeScl8d3aaalide8fceShhdeb lec38fefhebdeebec2B7aialibelbhislec38feth5e89deeseciB7aiabibe
cElboc303fflecc3BfofhoeSdesieciBTalabibeclbiSlcciBfefhoeSdesbeciBTa3ai3boc0bi8 lcc3BfofhisSdesibec]
cBbfPc49949584868e438eabfdacE4dB74£E10£82 1 1£E89L25dchali3abal lI0Ee9852dlacfeleefe lal404c9724£
EbbdSf560d7e84b34420915400c5£d28FbhA9E5E0d47c8403442091594590c5fde lE4eefTo803 664502859689 1 Laa,
feb7239eeB885d1le3TE37BET73Fdd LBAEETER59E5724209742d98E7h29d9234abe96344£50; HeeplOnly: Path=/
Content-Length: Z58

Date: Wed, IZ5 Jun Z0Z5 13:35:14 GMT

Memail™: "ddddddddddddddddddddddddddddddddddddddddddddddd@DDDDDDIDDD DDDD]
"is_admin":false,

"show_ad":false,

"usernames":

MAAAAAARARAAAAALARAARAALARARAARAALA true AMAARARAAMAAMARAAMAAMARAARARAARAARAR)
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Conclusion
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Wanna play with [ZENEERS ?

| can share the Docker container

Or let you play on my own setup
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[ Contacts

HENM nicolas.gregoire@agarri.fr

MGl ¢ Nicolas Gregoire

Discord:
Bluesky:

SIVE M mastering-burp.agarri.fr
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